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Introduction

When humans first launched themselves into the
air to attack their enemies, they used balloons.
Later came planes and helicopters. The latest
development in the area of airborne attacks takes
the human operator out of the air. People may
operate unmanned aerial vehicles (UAVs or
drones) thousands of miles from the droneʼs
location.[1]

Drones were first used (like balloons) for surveillance. By 2001, the United States
began arming drones with missiles and using them to strike targets during combat in
Afghanistan. By mid-2010, over forty states and other entities possessed drones,
many with the capability of launching missiles and dropping bombs.[2]

Each new development in military weapons technology invites assessment of the
relevant international law. This Insight surveys the international law applicable to the
recent innovation of weaponizing drones.[3]

The Rise of Attack Drones

Drones were probably invented during or right after the Second World War and were
ready for use by the 1950s. During the Vietnam War, the United States fitted drones
with cameras and deployed them for reconnaissance. The United States used drones
for the same purpose during the Gulf War of 1990-1991 and the Balkans conflicts of
the 1990s.

Reportedly in 2000 the United States was ready to employ drones for a dramatic new
use: as a launch vehicle for missiles. Drones with missile launch capability were first
used in early October 2001 in Afghanistan. On November 3, 2002, Central
Intelligence Agency (“CIA”) agents in Djibouti fired laser-guided Hellfire missiles from
a drone at a passenger vehicle in Yemen, killing all passengers on board, including
an American citizen.[4]

During the invasion of Iraq that began in March 2003, the United States regularly
used reconnaissance and attack drones. That use seems to have ended along with
combat operations in 2009. The United States began using attack drones in Pakistan
in 2004. The number of attacks jumped dramatically in 2008 and continued to climb
in 2009. In 2010, the United States is expected to launch twice as many drone
attacks in Pakistan as in 2009.[5] The United States has been using combat drones
in Somalia since at least 2006.[6]

The United States is currently deploying two types of combat drones: the MQ-1 or
Predator and the MQ-9 or Reaper. The Reaper is similar in design and function to
the Predator but may carry heavier weaponry, including 500-pound bombs. The U.S.
drone supply is rapidly increasing, and soon the U.S. arsenal will have more
unmanned than manned aerial vehicles. Other states and non-state actors have
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drones or are quickly acquiring them, including Brazil, China, Georgia, Hezbollah,
Iran, Israel, Pakistan, Russia, and Turkey. [7]

The next developments in drone technology will be improvements in precision,
reliability, and automation. Current drone computer programs merely advise human
operators on the decision to launch an attack. In future, drone computers may be
programmed to launch attacks on the basis of pre-set parameters without the need
for a human being to make the real time decision.[8]

Special Rules for Drones?

In determining what international law rules govern drone use, the most salient feature
is not the fact that drones are unmanned. The fact drones carry no human operator
may be the most important new technological breakthrough, but the key feature for
international law purposes is the type of weaponry drones carry. Drones are currently
configured to launch missiles and drop bombs. The missiles and bombs carried by
drones are not the type of weaponry permitted in law enforcement efforts. Lawful
resort to lethal force in law enforcement is too restricted by international human rights
law to permit the use of such heavy firepower. The limitation on the arbitrary
deprivation of life, in particular, regulates a stateʼs resort to lethal force.[9]

During law enforcement operations, resort to lethal force is permissible when needed
immediately to save human life.[10] Civilian police forces are acquiring drones, but to
date they are using them for surveillance purposes. This is the only lawful use until
drones are equipped with rifles, side arms, or other law enforcement-appropriate
weaponry.

Whether law enforcement rules govern drone use depends on the situation and not
necessarily who is operating the drone. Militaries are sometimes deployed for law
enforcement purposes. For example, U.S. Marines were sent to Los Angeles during
the 1992 riots, and in April 2009, U.S. Navy snipers shot and killed three Somali
pirates who were holding Captain Richard Phillips hostage on a small boat off the
coast of Somalia. The Navy officer in charge determined that Captain Richardʼs life
was in “immediate” danger.[11] This sort of operation cannot be carried out with a
missile or a bomb.

By contrast, missiles and bombs are lawful on battlefields because of the combatantʼs
privilege to kill opposing forces under a lower necessity standard than prevails
outside armed conflict zones. Also, within armed conflict zones, there is some
tolerance for unintended loss of civilian lives.[12] The use of drones in armed conflict
is as lawful as any other battlefield delivery system. Indeed, the droneʼs camera and
other features may allow for more precise attacks than other launch methods.

The rules governing appropriate resort to missiles and bombs are well established in
international law. More study is needed with respect to the psychological effects of
distance killing without risk of losing an operator. The ease of killing with drones
should be considered in developing the rules of engagement for such operations.[13]
Thought must be given to leadersʼ willingness to resort to military force in situations
of no risk to pilots.[14] It should be remembered that while drone operators may not
be at risk, intelligence personnel and people who maintain drones on the ground may
be in considerable danger. Additionally, anecdotal information indicates drone
operators are seeing much more of the destruction that they cause thanks to the
ability of drones to stay at an attack site and send back clear video footage. The toll
on drone operators needs consideration as well.

Drones on the Battlefield

Knowing the international law definition of “armed conflict” is plainly essential to the
lawful deployment of drones and other battlefield weapons and tactics.[15] On August
19, 2010, the International Law Association adopted a report on the definition of
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“armed conflict” that uses extensive state practice to clarify minimum factors that
distinguish armed conflict from situations in which law enforcement rules prevail.[16]
The report was the result of a five-year study by a committee of eighteen experts
from fifteen countries. It concludes:

The Committee . . . undertook extensive research into hundreds of
violent situations since 1945 and identified significant state practice and
opinio juris establishing that as a matter of customary international law a
situation of armed conflict depends on the satisfaction of two essential
minimum criteria, namely:

a. the existence of organized armed groups
b. engaged in fighting of some intensity.[17]

Thus, armed conflicts are determined not by declarations but by organized armed
fighting, intense enough to justify killing under a lower standard of necessity than is
permitted to police.

Battlefield weapons may also be lawfully used before an armed conflict in the
following situations: when initiating self-defense under Article 51 of the United
Nations Charter;[18] when authorized by the UN Security Council; when a
government seeks to suppress internal armed conflict; and, perhaps, when a state is
invited to assist a government in suppressing internal armed conflict.[19]

The rules governing resort to force in self-defense are found in Article 51 of the UN
Charter and a number of decisions by international courts and tribunals. The
International Court of Justice made clear in the Nicaragua case that an attack giving
rise to the right of self-defense must be a significant attack, as opposed to a “frontier
incident” or low-level shipments of weapons to insurgents.[20] The ICJ has also
made clear in several cases that to exercise military force lawfully on the territory of
another state, that other state must be responsible for a significant armed attack. The
decision most relevant to drone use is Congo v. Uganda,[21] in which the ICJ found
unlawful Ugandaʼs use of force on the territory of Congo to halt years of cross-border
incursions by armed groups based in Congo. In reaching this holding, the Court
found that Congo was not legally responsible for the armed groups—it did not control
them. Even Congoʼs failure to take action against the groups did not justify Ugandaʼs
use of force in Congo.

Additionally, in the Nicaragua and Nuclear Weapons decisions, the ICJ held that
even where a state is responsible for a significant attack, there is no right to use
force in self-defense if the use of force is not necessary to accomplish the purpose of
defense and/or the purpose cannot be accomplished without a disproportionate cost
in civilian lives and property. The ICJ found that “there is a ʻspecific rule whereby
self-defence would warrant only measures which are proportional to the armed attack
and necessary to respond to it, a rule well established in customary international law.ʼ
This dual condition applies equally to Article 51 of the Charter, whatever the means
of force employed.”[22]

In 2001, the United States took the position that Afghanistanʼs Taliban government
was legally responsible for al Qaeda so that under the law of self-defense, the United
States had the right to use military force in Afghanistan following the 9/11 attacks.
The use of force in self-defense in Afghanistan ended in 2002 when a loya jurga of
prominent Afghans selected Hamid Karzai to be Afghanistanʼs leader.[23] Today, the
United States and other international forces are in Afghanistan at President Karzaiʼs
invitation in an attempt to repress an insurrection. The lawful use of force respecting
the Afghan insurrection must be limited to Afghanistan and be within the bounds of
Afghanistanʼs request.

Some commentators have also argued in recent years that drones may be used in
situations analogous to an asserted right for ships at sea to exercise “unit self-
defense.”[24] If a ship is attacked, all ships of the “unit” may counter-attack all ships
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in the attacking “unit.” Little or no authority exists to support applying the “unit self-
defense” right outside of an armed conflict that includes hostilities at sea. Otherwise,
a ship would presumably be allowed to defend itself much as an individual would
when being attacked.

Another argument concerns the right of hot pursuit. Similar to the argument for unit
self-defense, hot pursuit is a highly limited maritime right of law enforcement agents
to pursue fleeing criminal suspects. The use of lethal force during such a pursuit is
subject to peacetime law enforcement limitations and thus would preclude the types
of weapons currently being used with drones.[25] Because Somalia lacks effective
government, the United States might have the right to carry out law enforcement
operations there. Such operations would violate the principle of non-intervention but
might be justifiable if in compliance with the law of counter-measures. The Security
Council has authorized some law enforcement operations against pirates in
Somalia.[26]

Finally, arguments have been made for a right of pre-emptive self-defense to kill
people who may engage in future violent action.[27] However, as explained above,
the right of self-defense in international law is based on response to an armed attack,
not pre-empting future attacks.[28] Nor does the law of self-defense encompass a
right to initiate military action against an individual or small group, especially when
the state where those persons are located is not legally responsible for their actions.

Conclusion

Commentators continue to debate whether drone technology represents the next
revolution in military affairs. Regardless of the answer to that question, drones have
not created a revolution in legal affairs. The current rules governing battlefield launch
vehicles are adequate for regulating resort to drones. More research must be
undertaken, however, to understand the psychological effects of deploying unmanned
vehicles and the effects on drone operators of sustained, close visual contact with the
aftermath of drone attacks.
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