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An “IEEPA-Free Zone” for TikTok and other
Chinese Mobile Applications?
In October 2020, U.S. District Judge Wendy Beetlestone enjoined the Trump
administration’s attempt effectively to ban the Chinese mobile app TikTok within the
United States, finding that the administration’s proposed restrictions on TikTok would
intrude on the “IEEPA-free zone” that shields “personal communication” and trade in
“informational materials” from U.S. sanctions and other trade restrictions.1 TikTok, which
is used primarily for sharing short videos, is one of the most popular mobile applications
in the world. The court, in issuing this extraordinary injunction blocking the President’s
use of his national security emergency powers, was not convinced by the government’s
view that “[t]he President should not be disabled from mitigating a national-security threat
simply because a foreign adversary exploits a vulnerability by way of a media company.”2
The TikTok litigation (and similar ongoing cases involving another Chinese mobile app,
WeChat3) is arguably the most important legal development in many years of U.S. efforts
to regulate global technology in the name of national security. This article addresses why
two U.S. district courts have so far barred the government from banning TikTok, and how
the competing interests at stake—free speech and free trade in ideas, on the one hand,
and national security on the other hand—may fare under U.S. law moving forward. Does
(or should) the U.S. government have the authority to restrict or prohibit the use or support
of social media, news, chat, digital payment, or other types of technologies developed in
“foreign adversary” countries if they present significant national security risks?
The International Emergency Economic Powers Act (IEEPA) is among the most powerful
tools available to the U.S. President for addressing national security threats, and has
been invoked in a variety of contexts, most notably as the authority for many U.S.
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economic sanctions programs and to maintain the Commerce Department’s export
control regulations while the authorizing statute had lapsed. President Trump also
infamously invoked IEEPA to shift funding to build a border wall,4 and to threaten tariffs
on imports from Mexico due to immigration concerns.5
IEEPA broadly authorizes the President to regulate transactions involving foreign
countries or foreign nationals within U.S. jurisdiction. 6 To invoke this authority, the
President must first declare a national emergency with respect to the target of the
regulation, asserting that it presents an “unusual and extraordinary threat, which has its
source in whole or substantial part outside the United States, to the national security,
foreign policy, or economy of the United States.”7
Background on the TikTok Cases
The TikTok saga began with President Trump’s issuance of Executive Order 13873 in
May 2019, which declared a national emergency under IEEPA and directed the
Commerce Department to develop a regulatory structure to address vulnerabilities in the
U.S. “information and communications technology and services supply chain.”8 A little
over a year later, while Commerce was still working on developing its regulations under
Executive Order 13873, the President issued a second executive order under the same
national emergency, to address “mobile applications developed and owned by companies
in [China],” and “one mobile application in particular, TikTok.” 9 This second order—
Executive Order 13942—prohibits “any transaction” involving TikTok’s owner, ByteDance
Ltd., to the extent “identified by” the Commerce Department as necessary to address the
national security threats said to be posed by TikTok.10
In September 2020, the Commerce Department identified certain types of prohibited
transactions “by any person, or with respect to any property, subject to the jurisdiction of
the United States” involving TikTok’s parent company or its subsidiaries. 11 These
prohibitions applied only to “business-to-business transactions” that would support
TikTok’s operations in the United States, and expressly carved out the “exchange
between or among TikTok mobile application users of personal or business information
using” TikTok.12
Plaintiffs filed litigation in several U.S. district courts to enjoin Commerce from
implementing these prohibitions, asserting violations of IEEPA, the First Amendment to
the U.S. Constitution, the Administrative Procedure Act (APA), and other claims. Judge
Beetlestone’s injunction, issued on October 30, 2020 found that one group of plaintiffs
was likely to prevail on the merits of the argument that Commerce’s prohibitions violated
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IEEPA. As a result of Judge Beetlestone’s injunction, on November 17, the Commerce
Department confirmed that the TikTok prohibitions it had identified would “not go into
effect, pending further legal developments.”13
Key Issues in the TikTok Cases
In enjoining the Commerce Department’s TikTok prohibitions, Judge Beetlestone found
that this attempted regulatory scheme would likely be shown to be ultra vires, or beyond
the government’s authority, because it “constitutes, at minimum, an indirect regulation” of
trade in informational materials in contravention of IEEPA. 14
IEEPA explicitly does not provide the President with the authority to “regulate or prohibit,
directly or indirectly,” any “personal communication, which does not involve a transfer of
anything of value,” or “the importation from any country, or the exportation to any country,
whether commercial or otherwise, regardless of format or medium of transmission, of any
information or informational materials,” excluding certain activities regulated under U.S.
export controls or the Espionage Act.15 These exemptions are intended in part to help
ensure that “no embargo may prohibit or restrict directly or indirectly the import or export
of information that is protected under the First Amendment.”16
In finding that Commerce did not have the authority under IEEPA to prohibit the identified
transactions in support of TikTok, Judge Beetlestone looked beyond the government’s
insistence that the prohibitions “nominally govern[] only ‘business-to-business
transactions,’” and issued the injunction because “the effect of the [prohibitions] will be to
undermine the app’s functionality such that U.S. users will be prevented from exchanging
data on the app,” and as a result it would “no longer properly function for U.S. users as a
forum for exchanging informational materials.”17 The court found that “[t]he Government’s
suggested reading ignores Congress's deliberate insertion of the word ‘indirectly’ into
IEEPA.”18
In December 2020, U.S. District Judge Carl Nichols in Washington D.C. also enjoined
Commerce’s TikTok restrictions, but for different reasons. Judge Nichols found that the
government’s “intended objects include stopping the exportation of data (which the
government itself defines as ‘text, images, video, and audio’) to China and stopping the
importation of propaganda into the United States,” which fall within IEEPA’s informational
materials exemption. 19 The government has argued in its appeal brief that the court
“fundamentally misinterpreted” the object of the prohibitions, which, according to the
government, focus not on substantive communications or materials, but on metadata,
such as users’ “internet and other network activity information,” including users’ “location
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data and browsing and search histories.” 20 The government asserts that “[t]he
prohibitions at issue here do not foreclose any informational material from entering or
leaving the country. Even if the prohibitions inhibit U.S. users’ ability to view and share
content on the TikTok app, those users could post the same content on other platforms,
including on TikTok’s website, which do not present the same national security risks.” 21
Judge Nichols also justified his injunction based on IEEPA’s personal communication
exemption, which only applies to communications that do “not involve a transfer of
anything of value.” The court rejected the government’s argument “that, even if the
communications were of no value to the creators, they benefit TikTok as a platform,”
finding that “such an expansive reading of the phrase ‘anything of value’ would write the
personal-communications limitation out of the statute. All communication service
providers—from television stations and publishers to cellular phone carriers—get some
value from a user’s ‘presence on’ their platform.”22 The court set out the principle that “this
provision is best read as referring to the transfer of money (or other value) as a part of
the personal communication itself, rather than the transfer of value to those who facilitate
communications.”23 The government pointed out in response that “TikTok predicates its
business model on the substantial economic value it obtains from the content of every
user communication on the app. This business model differs in kind from traditional
communications service providers such as telephone networks and postal services, which
derive value from transmitting communications, not from licensing or otherwise
monetizing the content of those communications.”24
Conclusion
The TikTok litigation represents one of the most significant setbacks the U.S. government
has faced in using IEEPA to impose economic restrictions in the name of U.S. national
security. Nonetheless, in the waning days of his administration, President Trump issued
another order, very similar to the orders at issue in the TikTok (and WeChat) cases,
requiring Commerce Department restrictions on several additional popular apps
developed by Chinese companies. As of the date of this publication, this new order has
yet to be implemented or challenged in court.
The Biden administration will need to decide whether to amend or revoke the TikTok (and
WeChat) orders, or continue with a full-throated defense of Commerce’s prohibitions
through litigation. Adverse outcomes at the appellate court level could hamstring the U.S.
government’s future use of IEEPA to restrict access to mobile technologies. In any case,
if the Biden administration continues forward on this path, U.S. courts and (if the litigation
losses under IEEPA continue, the U.S. Congress) will need to define the appropriate
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scope of executive authority to restrict foreign mobile applications and other types of
communications technologies.
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